This guide will review how a prescriber clinician can complete IDP/TFA flow through the LS platform. Please note that any user with the prescriber clinician role will be required to complete IDP. Only if the provider will be sending narcotics will the TFA be necessary. A valid DEA license is required to complete TFA. 

Legal Agreements & Identity Proofing

1. Access a client profile from med management (Can use a test patient for this process). User will get prompted right away to sign Dosespot agreements. This is required and cannot be skipped for user to move along the process. 
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2. Accept the agreements and click SAVE
[image: ]

NOTE: If user is Proxy or Prescribing agent then process ends here. If user is Prescriber clinician then user will be prompted into the IDP flow after clicking SAVE. 

3. 
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NOTE: It is recommended to complete this process all the way through. If the provider cannot do IDP at that time then it is ok to cancel out of the pop up, but please note that everytime user goes to med management page then the same prompt for DS legal agreements will occur. 

4. Accept the IDP Disclaimer
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Note: The next steps will verify the provider identity through a soft credit pull with Experian. If provider had any recent changes to personal information such as address change or change in last name but did not update with credit bureaus yet, then should try with previous information first. LS does not have control over whether provider passes/fails IDP. If user fails 3x then please create a ticket with Dosespot. Also, provider needs to lift any freezes from their credit history before proceeding. 

Required Fields: First Name, Last Name, Address, Mobile Number, SSN, and Credit Card Number (make sure no dashes are entered)

Happy Path (user passes the demographic information and will complete the set up on the phone. They will receive a text from experian and will need to have their ID ready to take a photo)
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User finishes the set up on the phone once they get to this pop up. Once set up on phone is completed, wait a few moments for the pop up to update. Once updated they will see this “Identity Proofing Completed”

[image: ]

Unhappy Path:

User gets something wrong on demographics (like misspelling or wrong address) and is prompted with a set of questions. User has 3 tries with the questions until IDP is failed and Experian will mail a letter. Please reach out to Dosespot if this happens. 
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If user passes the questions, then the same prompt to complete Identity Verification on the user’s phone will take place.

If user has no DEA then the process will end here 
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If user has a DEA license then the next steps will take place for TFA

How to complete TFA as a clinician: 

Note: There needs to be a user at the clinic who is set up as “EPCS Coordinator” in the dosespot admin console and in LS user admin platform before proceeding with the following steps. This can be anyone at the clinic that is chosen by the customer, it is required for this user to “initiate TFA” for the clinician. 

There are 2 ways that the provider can get prompted for the TFA flow

1. If the provider is already set up from the beginning with DEA then right after IDP is done, TFA will be the next prompt. Recommended to set this up in the same flow, but if for some reason that can’t happen then the user can go back to prescriptions page at any point to resume TFA 
This is what it will looks like when user is prompted right after IDP
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2. If DEA is added at a later time (after the provider was already created, this could happen if provider is waiting for the license). The DEA first needs to be added in the DS admin console or in LS user admin and once this is done, then there will be a TFA icon the user will see on prescriptions page in med management. 
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Initiate TFA
1. User will click the icon and if the user is not an EPCS coordinator then there is prompt to select the admin from a dropdown list.
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2. User must select a staff person then click “initiate tfa” this will then send a notification to the person who was selected
3. EPCS coordinator will receive a notification in their inbox 
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4. EPCS coordinator needs to click to initiate, then a success message will occur
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5. Clinician then gets this notification once ready
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6. Clinician will go back to prescriptions tab in med management to proceed.
Enter mobile phone number 
User will be prompted to download DUO and will be given a TFA

Other option is the provider is the EPCS coordinator too so can initiate their own TFA and will see this:
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After that then the provider will follow the same TFA activation steps.
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7. User will enter TFA code from the Duo app and their pin. If they don’t have a pin yet then there is a place that says “click here” where user is redirected to the page to create a pin then can come back
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To complete the identity proofing process, please enter the following
information.

Sensitive personal information such as social security, credit cards, etc. are
used solely for the identity proofing process. We do not retain this data or
download.

Legal First Name * Date of Birth *

Amold 09/29/1949

Legal Middle Name Mobile Phone Number *

8138956522 x

Legal Last Name * By checking this box, you agree to
receive a one time password text(s)
from Experian. Message and data
rates may apply.

Bays

Home Address *

4500 RICHMOND C Social Security Number *

666411807
City *
ST ST Credit Card Number *
*5467020002789761|

Wy Driver's License Number

Zip Code *

253002552 Driver License State

Back
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Notice and Acknowledgement

Check Your Mobile Device

Please check your mobile phone for a text
message with a link to complete facial
recognition.

Facial Proofing Status:

Back
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Notice and Acknowledgement

Check Your Mobile Device

Please check your mobile phone for a text
message with a link to complete facial
recognition.

Facial Proofing Status:

@ Identity Proofing Process Successfully Completed
Please click the continue button to proceed.
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X
You may have opened an auto loan or auto lease in or around December 2024. Please
select the dollar amount range in which your monthly auto loan or lease payment
falls. If you have not had an auto loan or lease with any of these amount ranges now
orin the past, please select'NONE OF THE ABOVE/DOES NOT APPLY".

O 1-$350-$449
O 2-$450-$549
O 34550-$649
O 48650-$749

(O 5-NONE OF THE ABOVE/DOES NOT APPLY

According to your credit profile, you may have opened a (AMEX) credit card. Please
select the year in which your account was opened.

O 12019
O 220
O 32023
O 42025

(O 5-NONE OF THE ABOVE/DOES NOT APPLY

According to your credit profile, you may have opened a Home Equity Line of Credit
type loan in or around May 2024, Please select the lender to whom you currently
make your payments or made your payments.

(O 1-HOMESIDE LENDING
(O 2BKOF AMER
(O 3-CALIFORNIA FEDERAL

(O #INDEPENDENT MTG

(O 5-NONE OF THE ABOVE/DOES NOT APPLY
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Setup complete. You're ready to begin prescribing.
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o

Identity Verification Complete!

Your identity has been successfully verified. The next step is to set up two-
factor authentication for secure access to controlled substance
prescribing.

(© Next Step Required

An administrator will now initiate your two-factor authentication setup. You will
receive a notification when this is ready.

What happens next:

« Administrator initiates TFA setup
+ You'll receive DUO Mobile setup instructions
+ Complete mobile app activation

+ Begin prescribing controlled substances
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Two-Factor Authentication Initiation is required.

To complete your Two-Factor Authentication setup, an admin from your clinic must
initiate the process. Select an admin from the dropdown below to notify them. Once
they've completed their part, you'll receive a notification to finish your TFA setup

Select Admin Staff
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Date: Priority:

01/07/2026 3
To: From:
Sumble Sadiq LSEMR
Subject:

TFA Activation Requested

Notification:
Vivian Tran needs Two-Factor Authentication to prescribe controlled substances. Please initiate TFA for them.
Click to initiate
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Search

Lightning Step

Notice:

Success! You've initated Two-Factor Authentication for Vivian Tran. They!l be notified to complete their setup and can then prescribe controlled substances.

Date: Priority

01/07/2026 3

HOMEPAGE

To: From:
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Date: Priority:

01/07/2026 3
To: From:
Vivian Tran LSEMR
Subject:

TFA Activation has been initiated

Notification:
Your Two-Factor Authentication has been initiated. Complete your setup now to begin prescribing controlled substances.




image1.png
Two-Factor Authentication Initiation is required.

Select “Initiate TFA" to begin the process and click "Next” to continue.
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Two-Factor Authentication

Mobile Activation Check Mobile

©

You have been enabled for DUO Mobile Activation. Please follow the instructions and
refrain from refreshing your browser or digressing from the workflow. Please enter the

mobile phone number associated with this user. Do not enter a clinic phone number or
anything non-mobile.

Mobile Phone Number for DUO
Activation*

Upon clicking the "Send Me DUO Activation Texts" button, you will receive two
texts. One is for downloading the DUO app, the other s to link you to the
DoseSpot system

[J 1agree to receive text messages via SMS and accept any fees from my mobile
provider
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Two-Factor Authentication

Mobile Activation Check Mobile

Q——— O —

O

Activation Text Sent!

Check your mobile device for two text messages:

Download DUO Mobile app [J Link to DoseSpot system

Youll need your 4-digit PIN to continue. If you donit have one yet click here

TFA Code*

PIN*
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Q_ Search

< HOMEPAGE » PERSEUS ABINGDON
¢
% Medications Pharmacy Requests
2
Perseus Abingdon u >

- Reported Stored -
Orders Prescriptions Moda Inventory Mods Add Allergy ® 8( = -

Bulk Note Orders = Filter = Sort

Orders History Q Search

© New order

TraMADol HCl, 50 MG, 2 [ petails (D)
Tablet, Oral, As needed Quantity Available 20.00

12/22/2025 Uliana Bakhovska 12/22/2025 Active

Check
every 1 hour it el Interactions =
Rx Number 1111 Entered By Sumble Sadiq
BusPIRone HCI Oral Tablet, @ Details Date Created Ordered By Start Date End Date Status
L) @ A2 T Quantity Available 0.00 12/22/2025 Uliana Bakhovska 12/22/2025 = +  Note Order Check
(20:00) eoute oral Interactions

PROTOCH Entered By Sumble Sadiq

LORazepam Oral Tablet, 0.5 [3] Details Date Created Ordered By Start Date End Date Status

L @S Iay U Quantity Available 0.00 12/18/2025 Amold Bays 12/18/2025 12/18/2025 [ ordered | Check
Interactions

hour Route Oral





image18.png
| DoseSpot ePrescribing Authorization Agreement

THIS IS A LEGAL AGREEMENT BETWEEN YOU (DEFINED BELOW)
AND PRN Software, Inc. dba DoseSpot (“DoseSpot”). BEFORE
SUBMITTING ANY DATA OR INFORMATION TO DoseSpot AS PART
OF THE ePrescribing SERVICE ENROLLMENT PROCESS, YOU MUST
CAREFULLY READ AND AGREE TO THE TERMS AND CONDITIONS
CONTAINED IN THIS ePrescribing AUTHORIZATION (THIS
AGREEMENT). BY SIGNING BELOW, YOU REPRESENT THAT YOU
ARE ACTING ON BEHALF OF YOURSELF, AS AN INDIVIDUAL, AND
YOUR EMPLOYER (COLLECTIVELY; YOU), AND THAT YOU AGREE TO
BE BOUND BY THIS AGREEMENT.

1. REPRESENTATIONS AND WARRANTIES: DATA SUBMISSION,
COLLECTION AND USE. You represent and warrant that (a) all of the
information and data submitted to DoseSpot as part of the
ePrescribing enrollment process (collectively, the “Data”) is accurate,
complete, and timely; and (b) You have the authority to submit all
such Data. You acknowledge and agree that DoseSpot has the right
to (i) take all steps necessary to confirm Your identity and otherwise
verify such Data, including without limitation, the right to submit
Data to third parties for verification purpos: i) otherwise use such
Data in the course of the ePrescribing enrollment process or the

Accept Agreemet rms of Service)
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Identity Proofing Required

/\ Action Required

To prescribe controlled substances, you must complete identity verification.
This is a one-time process required by federal regulations.

What you'll need:

Personal information (SSN, address, date of birth)
Credit card number (for identity verification o
Driver's license number

Mobile phone for facial recognition
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To complete the identity proofing process, please review the following
information.

We use a third-party service (Experian) to verify your identity. As part of this process,
we will share the following information with Experian to authenticate your identity:

« Legal first name

« Legal middle name

« Legal last name

« Home address

 Date of birth

« Social Security Number
« Credit card number

« Driver's license number

Experian will use this information to verify your identity and may access your credit
report and other records relating to your personal and financial history. This
information will be used solely for identity verification purposes.By proceeding, you
acknowledge that the information you provide will be transmitted to Experian for
identity verification purposes and that Experian may access your credit report and
other records relating to your personal and financial history.

| hereby (i) certify that the information provided is my personal and financial
information and that it is true and correct, and (ji) authorize DoseSpot to collect,
access, receive and transmit my personal and financial information and related
data and information through Experian. | hereby forever release and discharge
(and covenant not to sue) DoseSpot and its successors and assigns and each of
their respective agents, representatives, directors, officers, employees,
shareholders, members and managers from any and all liability, claims,
demands, losses or damages arising out of, or in any way related to, such
disclosure or the identity proofing process.

Back




